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ABSTRACT
Identity theft resulted in corporate and consurossés of $56 billion dollars in 2005, with about
30% of known identity thefts caused by corporate dmeaches. Many US states have responded
by adopting data breach disclosure laws that redfinims to notify consumers if their personal
information has been lost or stolen. While the lansexpected to reduce identity theft, their full
effects have yet to be empirically measured. We paeel from the US Federal Trade
Commission with state and time fixed-effects regi@s to estimate the impact of data breach
disclosure laws on identity theft over the year2@ 2007. We find that adoption of data
breach disclosure laws have marginal effect onitbglences of identity thefts and reduce the
rate by just under 2%, on average. While this ¢ffeenarginal, reducing identity theft is only
one means by which these laws can be evaluatedppreciate that they may have other benefits
such as reducing the average victim’'s losses ordwpg a firm’s security and operational
practices.
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1. INTRODUCTION

Consumer identity theft resulted in corporate amascmer losses of around $56 billion dofans2005,
with about 30% of known identity thefts caused byporate data breaches (Javelin Strategy & Rese20€16).
A data breach occurs when personally identifiabfermation such as name and social security oritccadd
number is accidentally lost or maliciously stol€hese breaches can result in hundreds of thougaon®times
millions) of lost records, leading to identity thahd related crimes. In an effort to reduce tleggres, many US
states have responded by adopting data breacloslisel laws that require firms to notify individualaen their
personal information has been compromised. Howéweatate, no empirical analysis has investigated th
effectiveness of such legislative initiatives idueing identity theft. In this paper, we use patah gathered
from the Federal Trade Commission (FTC) over aywar time period to empirically examine this effec

1.1 Motivation for data breach disclosure laws

The spirit of the data breach notification laws @epatained within two phrases3inlight as a disinfectant,”?
and ‘Right to know.” First, by highlighting a firm’'s poor security ntrols, legislators hope to create an incentive
for all firms (even those that have not been bredgto improve their controls thereby “disinfectinigemselves
of shoddy security practices (Ranger, 2007). Nztfon can “transform [private] information abointrf
practices into publicly-known information as wedl alter practices within the firm” (Schwartz anddar, 2007).

! This value was calculated as the estimated numbigtentity theft victims in 2005 multiplied by theverage amount stolen per victim:
8.9M victims * $6,383 stolen/victim = $56.6B. (Aetuamount lost per consumer was $422 on average.)

2 This phrase is originally attributed to JusticailsoBrandeis, 1933, http://www.brandeis.edu/ingggt/sunlight/, accessed 11/08/07.
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Proponents believe that the laws will force firmsriternalize more of the cost of a breach throogfification
letters, customer support call centers, and mitigadctions such as marketing campaigns and fesditcr
monitoring.

Second, this form of light-handed paternalism oftepresents a preferred approach to legislative
enforcement compared with a “command and contesdiime (Magat and Viscusi, 1992). Consumers fedl tha
they have the right to be informed when firage or abuse their information. Having being notified of a boba
of their personal information, consumers could thexke informed decisions and take appropriate rstio
prevent identity theft. For example, to mitigate tisks, consumers can alert their bank, theiritoedd
merchant, the FTC, or law enforcement; they caseclmused financial accounts; they can place at dredze
or fraud alert on their credit repdriNotifications can also enable law enforcemengaeshers, and policy
makers to better understand which firms and seeat@$est (worst) at protecting consumer and ereglaata. It
has been shown that consumers lose confidencaris fivho suffer breaches (Ponemon, 2005). Howelveray
only be through legislation that firms acquire g&iént incentive to actually improve their pracsde reduce the
likelihood of future breaches and repair consunoafidence.

At least four US congressional hearings have cosdé¢a discuss how data breach laws may reduceitiylent
theft (US Congress, 2005a, 2005b, 2005c¢, 2005d),aspecial report from the US Government Accduilita
Office (GAO) discussed the connection between Hegach disclosure laws and identity theft (Wood)70
Further, many state laws specifically address itletiteft preventiort.

Finally, the UK Science and Technology Committesrok that, “data security breach notification laaud
be among the most important advances that the dKitegdom could make in promoting personal internet
security” (House of Lords, Science and Technologm@ittee, 2007).

1.2 Arguments against data breach disclosure laws

However, it is unclear whether this kind of disciasregime does, in fact, produce a socially odtima
outcome. While it may improve a firm’s security giaes and allow consumers to mitigate the riskislentity
theft, some claim that it creates unnecessary ¢ostsms and consumers. They argue, for exantpls, if the
probability of a consumer suffering identity thisfilow, then both firms and consumers could inquracessary
costs by overreacting (Lenard and Rubin, 2005, P@fmns would incur the unnecessary costs of yiotif
consumers, and consumers would incur the unnegessstis from constantly freezing and thawing tleeadit
reports. Second, these policies may impede e-cooeaard stifle technological development by discgung
firms to innovate using consumers’ personal infdrama(or stop collecting it altogethé&r).enard and Rubin also
consider how firms are burdened by complying witlitmple, disparate, and perhaps conflicting disatedaws.
They further note that these laws are unnecessmause of the following:

» The probability of becoming a victim of identityetth as a result of a data breach is very low, adcanly
2%.

3 A fraud alert informs potential creditors that@sumer may have been a victim of identity theffte Ereditor must then take additional
measures to verify the identity of the consumecrédit freeze prevents a creditor from checkingmsamer’s credit report, or opening
new accounts.

4 Californian legislators consider their data bretsh as a possible remedy for identity theft: “Thi#l is intended to help consumers

protect their financial security by requiring thstate agencies and businesses that keep consymeessnal information in a
computerized data system to quickly disclose tosuorers any breach of the security of the systetheifnformation disclosed could be
used to commit identity theft.” (SB1386). Othertstlaws specifically address identity theft prevemi(e.g Hawaii, SB2290; Michigan,
SB309; Montana, SB732; South Carolina, SB1048; NB1660; NJ, A4001; OR, SB583; RI, HB6191). For epéenthe Hawaii law
states, “The purpose of this Act is to alleviate gnowing plague of identity theft by requiring messes and government agencies that
maintain records containing resident individualsrspnal information to notify an individual wheneuhe individual's personal
information has been compromised by unauthorizetlaure.” Montana’s breach law is “an act adoptamgl revising laws to
implement individual privacy and to prevent identieft.”

5 Of course, information security practitioners gmdponents of the law would argue that this idait a beneficial outcome.
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* The externality is not as severe as claimed becaumend 90% of the cost of identity theft and frasid
already born by the firms (businesses, banks, ccadi issuers, merchants).
 Firms may use self-regulated notifications as aketadifferentiator. If sufficiently valued by the
consumer, the market will react accordingly, famgrthose firms who choose to disclose.
* The notices, themselves, may go unheeded eitlmer @ne reacts to the warning, or if consumers vecei
too many notices, desensitizing or confusing theouathe risk.
Many strongly oppose the idea of government reguriat For example, a recent article in the Walé&tr
Journal argues that because of the speed by whigteattacks change, more legislation would singslyduce
a lowest threshold of compliance, “[o]ur biggesdrfes that legislation will result in worse secwytity giving
companies a security floor to meet that’s fineZ007 but will feel helplessly outdated a few yefansn now.”
Moreover, they claim that the policies will becomé'set of rules that companies spend money comgphyith,
but which doesn’t end up preventing the crimesaswesigned to stop.”

In summary, these arguments present a stimulagbgte as to whether data breach disclosure lawarahn
should reduce identity theft, and something whiolgur knowledge, no one has attempted to emplyical
measure. Using panel data on identity theft gathéem the Federal Trade Commission (FTC) overydeas
2002 to 2007, we use state and year fixed effgression analysis to empirically estimate the inhpéclata
breach laws on the frequency of identity thefts.

After incorporating various controls, we find tlzatoption of data breach disclosure laws reducedtity
theft rate by just under 2%, on average. While dfiisct is marginal, it appears to be within themaf other
forms of information disclosure policies. The ladfla strong significant negative effect may be thubreaches
accounting for a small enough percentage of tatitity thefts, dwarfing any actual crime reductiynmore
common causes such as lost or stolen wallet. Quatlidata and the possibility of sampling bias gistentially
affect our identification.

The rest of the paper is organized as follows:i8e@ provides background literature on variousreiof
information economics and disclosure policy. Sec8aescribes the causes and characteristics @bdaaches
and data breach legislation. Section 4 descritesdhrces of identity theft and summary statisti¢e.perform
data analysis in Section 5 and present resultedtié 6. Discussion, policy implications and casibns are
presented in Sections 7, 8 and 9, respectively.

2. RELATED WORK

Our paper draws from multiple literatures. Firsg gdraw from the literature on policy making andrnfir
disclosures: when do firms have incentives to dselfavorable (as well as unfavorable) informatidrealso
draw from literature in crime policy and informatisecurity economics.

2.1 Information Economics and Disclosure Policy

A policy maker considers losses by both consumeddiams when determining the optimal level of
disclosure legislation. Legislations forcing firtesdisclose information and their effectivenessehbgen widely
studied. Shavell (1987) examine producers’ incestito reveal favorable information and conceal voriable
information. He shows that sellers with low qualtijtyods conceal information about their products faee ride
off of competitors with better quality goods. Pgly and Shavell (2006) examine how firms acquiferimation
about their products in mandatory and voluntargldgure policies. They note that mandatory disalessi better
for the consumer, but that in conjunction withabllity regime it can also lead to a suboptimalkoute because
it "reduces incentives for firms to acquire infotioa about product risks in the first place (thrbugsearch,
product testing)."

% As estimated by Javelin Research in 2003 (90.2%)5 (89.6%) and 2006 (93.7%)
" http://blogs.wsj.com/biztech/2007/10/11/congress+as-on-data-security/, accessed 02/13/08.



Researchers have also studied health informatseiasiure in the restaurant industry (Jin and Le2R€3).
Specifically, Jin and Leslie find that disclositgthygiene quality of a restaurant increases heafiection
scores and lowers the occurrence of food bornesese Moreover, and importantly, this is a credsi@al to
consumers who respond by demanding cleaner restaura

Mathios (2000) examines the effects of mandatosgldsure of food labels on salad dressings in malfa
New York grocery stores. He discusses how marksritive can exist for firms to disclose producbmmfiation.
Namely: if consumers know the value of productéirihs have credible methods of communicating quatind
where consumers are skeptical when firms don'talisgproduct information. Mathios further describdser
models that predict how voluntary disclosure le@ad%artial unraveling of information." For instandirms
don't voluntarily disclose when it's costly, or whbey can't credibly "convey the information."

A number of studies have examined the financiakiop to firms that disclose a privacy or securigagh.
Most show only a mild effect. Campbell, Gordon, ba@nd Zhou (2003), for instance, find “limited estate of
an overall negative stock market reaction to pusatinouncements of information security breacheswéter,
they do find a significant and negative effect tock price specifically for breaches caused by tiharized
access of confidential information.” Cavusoglu le{2004) find that the disclosure of a securitgdwh results in
the loss of $2.1 of a firm’s market valuation. TeJaand Wattal (2007) find that software vendorstktprice
suffers when vulnerability information in their phact is announced. Acquisti, Telang and Friedm&062 use
an event study to investigate the impact on stoakket prices for firms that incurred a privacy lmeand found
a negative and significant, but temporary reductib@.6% of the stock market price on the day efhbheach.
Ko and Dorantes (2006) study the four financialrtgra post security breach. They find that whike finm’s
overall performance was lower (relative to firmattincurred no breach), the breached firm's saleseased
significantly relative to firms that incurred nodaich. Regardless of these findings, firms do apjoelae making
significant security and operational improvementthie wake of disclosure laws (Samuelson, 2007).

Disclosure is also studied in the context of raleasoftware vulnerability information to the publiThis
has been a contentious topic and many users tigseminate vulnerability information without gigithe
vendors a chance to release the patch. Arora, Gelad Xu (2008) discuss the role of a policy makesetting
an optimal time to disclose software vulnerabiitiehey find that software vendors wait longer thasdsially
optimal to release a patch and threat of disclosaneforce the vendors the release the patch &y Li and
Rao (2007) for a detailed discussion on vulnerghilisclosure policies.

2.2 Environmental Disclosure and Deterrent Policies

There is a strong precedent of disclosure legmtan the United States. The Food and Drug Adniaisin
(FDA) and the Environmental Protection Agency (ERAye various regulations which require that a fiwtify
consumers in case of an adverse impact of thedtymts and services. A specific example of EPA &sfa the
Toxic Release Inventory (TRI) program developedhg/Environmental Protection Community Right to Mno
Act (EPCRA). Firms polluting above a certain thr@shmust report the quantity and type to the Envinental
Protection Agency. Hamilton (1995) discovered thatfirst disclosure reduced firm stock price b300, or a
loss of $4.1M in stock value on the day of the ldisare. Konar and Cohen (1997) found that after
announcement of TRI, firms with the largest nega{abnormal) stock returns reduced their emisdiomsnost.
These studies support the "sunshine” law effdtat firms do respond to such policies by improvimgir
practices.

Cohen (2000) studied alternative environmentalrdetee policies on environmental disasters. Spegifj,
he examined empirical studies that estimated tfeetsfof monitoring (inspections) and enforcementil(suits,
criminal penalties, and fines) activities on firmsthe context of oil transport operations andoparhd paper
mills, he states that, “studies show that bothéased government monitoring and increased enfortteme
activities result in reduced pollution and/or iresed compliance.” Further, he describes regulatimatsmpose
a fine on the firm for an employee’s negligent alicious activities, and observes that when the fantoo high
it creates a perverse incentive for the firm nantmitor its employees. If the fine is too low,amfurse, the firm



has little incentive to comply with enforcement.€elimplication for this paper is that if the penaifydisclosing
a breach is too high, it may reduce a firm’s incanto install appropriate security tools to detedreach.

These studies demonstrate a long history of disodolegislation as applied to the environmental@ec
They show that forcing firms to disclose harmfutammes can provide a deterrent effect through prope
enforcement as a function of inspection and moimitpr

2.3 Criminal Deterrence Policies

Data breach notification laws - as with many envinental or criminal laws - are, in essence, detérre
policies. Whether enacted to reduce pollution ettceime, or adjust a firm’s incentives, there geaerally three
methods by which deterrent policies can be effectincreasing the perceived probability of conwanti
(certainty), increasing the harshness of punishifsavierity), or accelerating the swiftness of pomsnt
(celerity) (Akers and Sellers 2004). Certainty vebrepresent the likelihood that a firm (its custosner others)
detects a breach. Severity would represent theatdbe breach to the firm as a function of consuredress,
civil lawsuits, fines, fees, etc. Celerity woulgresent the time from when information was losstoten until
the firm became aware of it.

Many criminologists have studied deterrence effe€taw, in general (Clonginger 1975; Blumsteirakt
1978; Levitt 1995; Nagin 1998; Robinson, Darley dotin, 2003) and others have focused specificallthe
deterrent effects of gun laws and crime (Lott angsdrd 1997; Black and Nagin 1996, Donohue and $\yre
2003) and capital punishment (Mocan and Gitting332@onohue and Wolfers, 2006). For example, a meta
analysis by Donohue (2004, Figures 1-9) of theotfdé concealed handgun laws (right-to-carry) aslemt
crime reveals a range of estimates from about 8984 (statistically significant aggregate estimpt8amilarly,
they present a range of zero to almost 10% of tiieeteof the laws on property crime. While thergears to be
no conclusive evidence to overwhelmingly suppotedence policies, for the purpose of this study,gained
valuable methodological insight from the approadfesrime research.

3. DATA BREACHESAND BREACH LEGISLATION

3.1 Data Breaches

A data breach is generally considered an “unautbdracquisition of computerized or other electrafata,
or any equipment or device storing such data,dbatpromises the security, confidentiality, or intgof
personal information¥Types of sensitive and personal information inelndme, date of birth, social security
number, passport ID, driver’s license, biometricany other kind of personally identifiable, goveent-issued,
medical, or tax information. Sources of data breadre presented in Tablé The data represent 773 breaches
of US organizations collected by Attrition.org frahe years 2002 to 2007.

[Insert Table 1 : Summary Statstics of soures td tfaeaches]

Educational institutions and businesses incur atieusame percentage of breaches (~32%), but erivat
sector firms are by far responsible for the graatesrage number of records lost (850k per bre&@hthe 773
breaches, 190 were a result of internal (42 maig@nd 146 accidental) activities, 575 were cabyeskternal
sources (hackers, etc), and 8 were unknown. 6@iheg theft of social security numbers, and 63 ined credit
card numbersZ2 were due to lost data and 35 were due to ewibihsdisposal of data.

There are a number of ways that firms become awofaaicbreach. They may detect the breach themselves.
They may be notified by a customer or concernddetitwho notices that personal information has safjd
become publicly available. They may be informedilyustomer who notices suspicious activity on arfaial
statement or credit report and contacts the finmadiy.

8 http://www.dccouncil.washington.dc.us/images/00Q0061218135855.pdf, accessed 10/04/07.
9 http://attrition.org/dataloss/dataloss.csv, lasessed 08/22/07.



3.2 USData Breach Disclosure L egisation

As we noted earlier, due to increasing number td Beeaches and identity thefts, many states arptiad
data breach disclosure laws. As of December 317, 280 US states had adopted data breach legislaison
shown in Figure 1 and Tablé"2n the Appendix.

[Insert Figure 1: Adoption of breach notificatiaawls from 2002 to 2007]

While details of the legislations vary across satieeir central themes are consistent. Specijictikey
require notification a) in a timely manner, b) drponally identifiable information has either béest, or is
likely to be acquired, by an unauthorized persdmnel is reasonably considered to compromise the
confidentiality, integrity or availability of thendividual. Specifically, all of the laws address following
topics:

Definition of a Breach: The state laws are generally consistent in regarehat constitutes a data (or
security) breach. For instance, the California thefines a breach as the “unauthorized acquisition o
computerized data that compromises the securityfjdentiality, or integrity of personal informationaintained
by the person or business” (Hutchins, 2007). Ostetles adopt similar definitions.

Personally Identifiable Information (P11): Generally, PIl includes part of a consumer’s nameaddition to
another piece of identifiable information. There arinor differences across the states, howeverfsks and
Delaware, for example, include medical informatiangd Nebraska, North Carolina and Wisconsin include
biometric data.

Trigger: A critical differentiator of the state laws isetkrigger, or threshold, by which notification mbst
made. Seventeen states require notification whepéhnsonal information is reasonably assumed te haen
acquired by an unauthorized party. Whereas otléestequire notification only if it is reasonatieelieve the
information will cause harm to consumers.

Covered Entities: State data breach laws do not apply to all pudotid private agencies homogenously. For
example, both Maine’s and Georgia’s laws applgiata brokers only, as opposed to private firmsomegiment
agencies. The specificity of Georgia’s law is likdle to the fact that Choicepoint, the data brokat suffered
the very popular data breach in 2005, is headgueattie Georgia.

Notification: Notification refers to the timeliness by whicketfirm must notify the consumer. It also
describes to whom notifications must be sent ctivssumer, law enforcement, state agency, and/aress.
The method of notification is also described (bpmdy email, fax) but alternative channels are abéél if the
cost of notification exceeds a stated dollar vatueghe number of compromised accounts is grehtar & certain
threshold, or the firm does not have sufficienttashinformation. For example, the California lallowas for
substitute notification if the cost exceeds $250,00if the number of affected consumers excee@050.

Exemption (Safe Harbor): Some state laws provide exemption for firms alyegoverned by industry-
specific legislation. For example, Indiana, Michigand Minnesota provide exemption for financiairif they
are governed by the Gramm-Leach-Bliley Act (GLBAJizona, Hawaii and Indiana provide exemption fiomi
governed by the Health Insurance Portability andodatability Act (HIPAA). Other exemptions are pided:
if the firm has contacted law enforcement and thelieve consumer notification may jeopardize an
investigation; if the data has been encrypted dalgin many laws do not specifically define this)hié
compromised data exists in paper form only; ifnnenber of consumers affected is below a certaigstiold; or
if the data are public to begin with.

Penalties: The consequences of not complying include retidiouby the state attorney general or a civil right
of action. Many states do not specify a maximunil pignalty. However, the Arizona and Arkansas lallsw a
civil penalty not exceeding $10,000, whereas thmét lis $25,000 in Connecticut and Idaho, and $500 ;@
Florida.

19 For the purpose of this paper, we are includimgDistrict of Columbia, but not city-specific bréaaws such as in New York city.
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An important characteristic of these state lawthas the residency of the consumer rather thatotteion
of the breach drives disclosure. Therefore, a fivat incurs a data breach must comply with theedtat's of
each of their affected consumers. For examplerétail firm in Oregon which also serves Califomigonsumers
incurs a breach, it must notify any consumer thaides in California. Of course, not all breacHésca
consumers in every state. Breaches in state goegtnagencies, community colleges, schools and taspi
likely only affect residents of a single state. E\eaches by national firms may only result incbmpromise
of a group of individuals (often employees) of ege state.

3.3 Conceptual Model

We now outline our conceptual model and how theslave expected to impact identity theft crimesuFeég
2 outlines our model and data generating procdss pfimary effect of data breach disclosure lawse f®rce
firms to notify consumers when their personal infation has been lost or stolen. Ideally, as morsamers are
notified, more will take precautionary measureseduce the risk of becoming a victim of identitefth For
example, they could call their financial institutf

[Insert Figure 2: Two effects of data breach disale law]

Conceivably, however, given the costs of havingdtify consumers (from tangible costs to intangitibsts
such as negative reputation effects), a secondtagt ®f the law is to incentivize firms to improteeir security
controls before they suffer a breach (sheshine effect). Breaches are usually associated withpododicity and
affect the firm’s reputation, sometimes causingficial losses (Acquisti, Friedman, Telang 2007)sTh
improvement may reduce the number of data breaelssreducing the number of identity theft crin@sth
effects (consumers taking precautions and firmsting in better security) should reduce the incagsnof
identity thefts.

It is tempting to investigate the effect of diseloslaws on data breaches (rather than identif§)the
However, a significant data problem emerges. Whiéenumbers of state-level breaches over time rrow/R,
these largely reflect only reported breaches post-Actual numbers of breaches, especially dutiegare-law
period, are likely greater than observed, but afrse firms chose not to disclose because it wasegpiired.

4. IDENTITY THEFT DATA

4.1 Data Sourcesand Summary Statistics

The most comprehensive public source for identigfttdata have been the consumer reports publisphed
the FTC since 2002. The Identity Theft Act and Asption Deterrence Act of 1998 led the FTC to esshlthe
Identity Theft Data Clearinghouse in November 18980llect identity theft complaints from victinks.
Consumer Sentinel is the web portal by which anideitity theft reports are made available to thblie, and
where law enforcement can further mine the data.

For our analysis, we used consumer reported igethigfts for each state, including Washington Or@m
the years 2002 to 2007 collected from the FTC. &ordy annual data are published, we invoked tleedom of
Information Act to request monthly data. We thegragated the monthly data into semi-annual timegdesr
(producing 612 observations) since this was thdlsstaime frame for which we expected to see d&ectbf
law. This is an attractive data source becausibres the possibility of inconsistent data coitecbetween
states which could lead to erroneous estimations.

However, the data have some limitations. One ottig that it is self-reported, a familiar issue fo
criminologists who are often limited by using thelsd¢a rather than actual crimes (e.g. Uniform CriRegorts
versus National Crime Victimization Surveys). Theqguent under-reporting of crimes is often refetmeds the
“dark figure” (Biderman and Reiss, 1967) and repngs a potential source of error. However, to aunviledge,
the FTC is the only source for cross-sectionalt(thecross-state) time series data on identitjt.tioreover, in

1 http://frwebgate.access.gpo.gov/cgi-bin/getdo@dighame=105_cong_public_laws&docid=publ318.105%ss®d 02/14/08.
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our model, underreporting is problematic only i tieporting pattern changes over time within aestathe
reporting levels change all across the nation thertime dummies should capture it. However, taaceivable
that after the laws are passed, the reporting m#ssincrease due to more consumer awareness. stlesdihow
we control for this in later sections.

Other surveys provide some insights into theseasibut they are neither time series nor comprebensi
enough (see survey by Bureau of Justice StatiSisovate, and Javelin Strategy and Reseédtth).

Summary statistics for annual reported identitytthare shown in Table 3. A plot of identity thedtes
(reports per 100,000 persons) is shown in Figuia 2007, Arizona had the highest reported iderhgft rate
of 138 while North Dakota had the lowest, at 28.5.

[Insert Table 3: Identity theft reports, 2002 tdZD
[InsertFigure 3: Identity theft rate for 2002 to 2007]

These data show identity theft reports increastraydecreasing rate from 2002 until 2005, aftercitihey
decline slightly in 2006 and increase again in 2@or to 2005, only California had adopted the,laut 11
new states adopted the law in 280% in 20067 and 10 more states in 200°Figure 5 shows the relative
changes in reported identity theft rates for fourugs: those that adopted in 2005, 2006, 2007 {tzosk that, as
of the end of 2007, had not adopted the law (lt@s)#

[Insert Figure 5: Comparing reported identity threfes]

The figure illustrates how all trends are incregsiha decreasing rate from 2002 to 2005, aftechwtiiere
is a slight decline in 2006. States that adopte2Didb, 2006 and those without law show a slightdase in
2007, whereas those that adopted in 2007 remaierginunchanged for 2007. Reported identity thédts
states that adopted the law in 2005 are the hidbkstved by states that adopted in 2007, and 28@#tes that
had not adopted (as of December 31, 2007) shovottest overall identity theft rates. The similgritf each of
these trends provides some initial insight into twrhay (or may not) be driving the changes in idgritieft
reporting.

We also collected other state specific economimerand other related data which are describeldaméext
section.

4.2 Causesof Identity Theft

Most often, the causes of identity theft are naiin, but is an important consideration when esfimgathe
maximum potential effect of data breach disclosaves. Realistically, the laws would not reduce titgrthefts
due to stolen mail or garbage. However, identigftehthat fall within a firm’s contratould be reduced by such
laws. In a randomized phone survey conducted byp@te (on behalf of the FTC, 2007), 12% of idenitlitgfts
occurred as a result of interaction with firms, tdnother 56% of victims did not know the caudasplaces
an approximate bound on the potential effect fr@¥to 68% (12% + 56%). In another survey of 50%iwis

12 Note that this survey represents household natitheal responses. Since the interviews lasted éniyonths, the 6.4 million figure is
an approximate annual estimate. See http://wwwusnj.gov/bjs/pubalp2.htm#it for more information.

13 See http:/iwww.ftc.gov/bep/edu/microsites/idthéd more information.
14 See http://www.javelinstrategy.com/ for more imf@tion.
15 Arkansas, Delaware, Florida, Georgia, Nevada, Nevk, North Carolina, North Dakota, Tennessee, Texad Washington.

18 Colorado, Connecticut, Idaho, Illinois, Indianaguisiana, Maine, Minnesota, Montana, Nebraska, Nevsey, Ohio, Oklahoma,
Pennsylvania, Rhode Island and Wisconsin.

7 Arizona, Hawaii, Kansas, Michigan, New Hampsh®eegon, Utah, Vermont, Wyoming and Washington D.C.

18 Alabama, Alaska, lowa, Kentucky, Maryland, Massesits, Mississippi, Missouri, New Mexico, Southr@iaa, South Dakota,
Virginia and West Virginia.



conducted by Javelin Research (2006), 16% repgrfetliwithin the control of businessésResearchers at the
Center for Identity Management and Information Bctibn (CIMIP) at Utica College studied 517 identheft
cases from the US Secret Service (2007). In thecagds (53%) where the source could be deterniéeso
originated from firms. A comparison of these causeshown in Table 4.

[Insert Table 4: Causes of Identity Theft]

Attackers use stolen personal information in maays For example they can incur fraudulent chaoges
existing accounts, or apply for new utilities (ploelectrical, television, Internet) and finan@atounts such as
credit cards, mortgages, and loans (Givens, 200@y can use a victim’s social security numbenetis
license or passport to obtain identification or mebbenefits. The CIMIP study (2007) of 517 Se&etvice
identity theft cases revealed that 78% of crimineed the victim’s identity to obtain and use dredicash,
22.7% used the identity to conceal their own idgnéind 20.9% applied for vehicle loans.

5. DATA ANALYSIS

The first-order effect of the laws could be toueel the number of breaches. However, recall trahtmber
of breaches reported is affected by law as wetkérdahe laws are passed, firms are forced to discl®éherefore,
analyzing number of breaches is unlikely to prouideful results. From Figure 4, it is apparent thatnumber
of reported breaches has increased, as expectagudg the number of breaches can serve a usefpbpel in
controlling for awareness bias, which we discuawndme detail later.

[Insert Figure 4: Data breaches from 2002-2007]

5.1 Effect of Law on Identity Theft: Basic Model

We now specify our econometric model to analyze hdaption of laws affects the incidences of idgntit
theft. Before we focus our attention on the pamghdwe first explore how the state demographifecaidentity
theft rates. Notice from Table 3 the large variaiio identity theft across states. Clearly, idsnititeft rate varies
across states. We therefore employ a simple cemtional regression for the year 2002. The estimgagguation
is:

idtheft, = Bo + Y.0sEconomig + > asCrime; + & Q)

idtheft is a normalized variable for identity thefts p@01000 people in stat Economics is a vector of state-
level economic and demographic controls, as arentamty used in crime analysis (Lott and Mustard, 7;99
Donohue, 2004; Donohue and Wolfers, 2006), sutchebog of population, state GDP per capita, avesigte
income per capita, and the average unemploymembredr each 6 month period. The CIMIP study (2007)
observed that offenders of identity theft tend awédna history of crime. Therefore, we includéramey vector
that captures both violent (murder, robbery) arapprty (burglary, motor-vehicle theft) crimes. Fut, as
shown in Table 4, there are many causes of idetftif that are not due to data breaches. We leetieraud,”
as recorded by the FTC, is a reasonable proxyhteae other sources. Fraud data is collected, meraage
reported in a virtually identical method as idgntteft and includes such activities as shop-atdfoatalog
sales, prizes/sweepstakes, internet auctions,aeiji money offers.

This regression should provide insight into howestlemographic characteristics are correlated thigh
identity thefts. State population and GDP data vedétained from the US Census bureau. Unemploynages r
were collected from US Department of Labor, BureBilabor Statistics. Personal income was gathexad the
Bureau of Economic Analysis of the US departmerdashmerce. Crime data was obtained from the Federal
Bureau of Investigations (Uniform Crime Reportsyl éine FTC. We will discuss all the results in tlexin
section.

19 The data have been rescaled to account for theirtfiGiduals who did not know of the source of idlgntheft. The categories
controlled by the firm are: Taken by a corrupt bess employee: 15%, Some other way: 7%, Misuseatd drom an in-
store/onsite/mail/telephone transaction: 7%, Stél@m a company that handles your financial dat: 6



We now turn to estimating the effect of law on itifigriheft. To identify the effect of law, we udeet panel
nature of our data and employ state and time feféetts. Thus, our basic estimating model hasah®:f

idthefty = o + BihasLaw;+ Y ps; Related + Y 8 Economig; + Y0, Crime, + 0s + Ay +e5  (2)

sindexes the state whitendexes time (12 time periodsjitheft, as before, is a normalized variable for
identity thefts per 100,000 people in stat timet. hasLawy is the dummy variable which is one if the state ha
adopted the law and zero otherwise. This dummyucaptthe effect of law on the identity theft ralithe dates
of the adoption of data breach notification lawsnirJanuary 1, 2002 to December 31, 2007 were @utdnom
state and federal legislation websites. For thp@se of analysis, we are concerned with the datéath became
effective rather than the date the law was passed.

Relateds represents credit-related laws that may also affgevent) identity thefts. One such legislatien i
the credit freeze law. These laws enable consutoexgply access control to their credit reportsreby
preventing firms with whom they have no prior agneat to make credit inquiries. If an attacker yéng to open
a new account that requires a credit check, théybaistopped and this kind of identity theft Wik preventeéf.
The Fair and Accurate Credit Transactions Act (FAZTis national legislation that was passed as a ressptmn
identity theft that allows individuals to requedtr@e annual credit report. This legislation waaaed over the
period from 12/01/04 to 09/01/05 beginning with wesast states and ending with east coast states.

Economicg, andCrimey are same as explained in model (1) above exceptafe now indexed with state and
time. Thus we include economic and crime chareasties of a state at every time period (every 6 imgntWe do
not include demographic controls such as race @cagposition because we believe these effectsimema
relatively constant over our six year time windavdavill therefore be captured by state fixed elect
Descriptive summary statistics for these variablesprovided in Table 5.

0s andA; are state and time fixed-effects angis the familiar error term. This state, time fixeifiect model
(sometimes known as the difference-in-differencaetpis widely used in the literature to examine éfifect of
a policy intervention (Bertrand, Duflo and Mullathan 2004). State fixed effects allow us to contool
unobserved state specific factors and time dumalles us to control for time trends. Thus the uskid effect
of hadaw can be identified. Regressions are estimated lvdtbroskedastic robust standard errors clustered-
corrected by state.

5.2 Extended Model
The basic model in equation (2) estimates the geeeffect of law. We also extended that model in ga
deeper understanding into how law may have diffgakbaffects.

Lagged law: it is conceivable that the effect of law incresmas firms invest in security measures over time.
To test this, we introduce three lagged dumrdiid2er Old, d2PerOld, andd3PerOld, representing 1 (6 months),
2 (one year) and 3 or more (1.5 years+) periods #fie law is adopted, respectively.

The national effect: One of the challenges in our data is that whetate enacts the law, it may affect identity
thefts in other states because of the residenayresgents. Thus the effect of law may diffuse asralt states,
reducing the power of our test. We use two meadoresntrol this. First, we weight identity theff mterstate
commerce activity in 2002 has a proxy for how cartee a state is with other states. Recall from &dhthat if
the majority of personal records are lost or stétem businesses, we must consider how much ofittisity is
conducted inter (between) and intra (within) stétell activity was conducted within the stater Bxample, then
all reported identity thefts would be a result ofdches within that same state. A breach in a wityenay
result in mis-recorded reports to the degree thastudents are out-of-state residents. Howevaeach of a

20 Note that it will not prevent victimization if thettacker uses an existing account.
2L http:/iwww. ftc.gov/opa/2004/1 1/facta.shtm, accdsb@/07/07
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state agency (such as a DMV) is likely to only efffeesidents of that same state. Of the 517 casdgzed by
the CIMIP study (2007), only 35% (181) of identibeft crimes occurred out-of-state.

Second, we interact thesLaw dummy variable with the percentage of all US stétat have adopted the
law (Law* PercSatesWLaw). Now thehaslaw dummy can be interpreted as the effect of law wienther states
have adopted these laws. If the effect of lawdsificantly diffused then the marginal impact ofvlanay reduce
as more and more states have adopted the disclosuse

Differential effect of law across the states: It is reasonable to think that the effect of ldnes would be
different across the states. The Bureau of Justiaépnal Crime Victimization Survey on Identity & (Baum,
2007) reported greater levels of identity thefttiouseholds with higher incomes in more urban looat To
test this, we create two indicator variables, higlome and urbanization. We first find the meaeach state’s
personal income per capita from 2002 to 2007. khigbme states are those with average incomes gtéate
the median ($3,237). We interact high income wlh breach lawlL@aw* Highincome). Using data on percent
urbanization for each statewe set an indicator variable equal to 1 if theéessapercent urbanization is greater
than the mean of 68.8%. We then interact urbamzatiith the state’s adoption of the lalag* Urban).

Strictness of Law: In the basic model, we have assumed that alcbrdesclosure laws are homogenous. In
the extended model we relax this assumption andidenthat some laws may be stricter if they extte
following properties: are acquisition-based (fogcmore disclosure from a lower threshold of breachyer all
entities (businesses, data brokers and governmstititions), and allow for a private right of awsti(i.e. class
action law suits). Based on the examination okdiatvs, we classify six states as having strictess!

California, Hawaii, lllinois, Louisiana, Nevada aRthode Island. We then interact strictness withstiée’s
adoption of the lawhasLaw* Strict) to compare states with strict and non-strict laws

6. RESULTS

6.1 Effect of Law on Identity Theft

The results of the regression in Equation (1) (abow the state demographics affect identity thegties) are
shown in Table 6 and suggest that identity theffighly correlated with population, fraud and beiblent and
property crime variables. On average, more poputeies suffer from higher rate of identity thefthis may
reflect the nonlinear nature of identity theft cein©ther crime related variables are significantigh the signs
are in different directions. States with higheuftaate, robbery rates and motor vehicle thefisratese high
level of identity thefts.

We now turn to using the full panel dataset. Tisailts of Equation (2) (the basic model) are shawhable
7. The dependent variable in all specificationhésidentity theft rate and the variable of inteisfiasLaw, the
effect of data breach disclosure laws. We alsortape results of the extended model in Table WsTéolumn 1
of Table 7 has the results of the basic model am@xtend this model in column 2 (lagged law), caiuBn
(weighting the identity theft by state’s commeraa)d column 4 (interaction of law with other staaespting
the law). Columns 3 and 4 control for the naticefééct. To avoid clutter, we do not report theenaiction of
law with state specific effects and strictnessaf. I These effects are statistically and econonyidgadiignificant.

All specifications use cluster-corrected standardrs by state and include time dummies for 12quksi
though we do not report those estimates to impreadability. Overall, we expect a negative coeintifor all
of the law-related variables, indicating that th@Eesence reduces the numbers of identity thefts.

In Specification 1 (column 1), the coefficient afil is -1.129 suggesting that data breach discldaws
reduce identity thefts by about 1 per 100,000 pedpince the average identity rate was about 692005, this
implies that the laws reduced the rate by abo@l(5.1/69.6). However, this is not statisticallgrsficant.

Specification 2 (the extended model) shows thecefiethe lagged adoption of law and suggests@hat
months after adoption, identity theft rate decredseabout 5 per 10 million people but is not statally

22 http://allcountries.org/uscensus/37_urban_and| rpopulation_and_by.html, accessed 01/10/08.
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significant. Periods of 12 and 18 months after éidogshow a stronger negative but still insignificaffect,
suggesting that the effect of law is not strongneafter 18 months.

The dependent variable in Specification 3 (the kel model) weights the identity theft rate by the
percentage of interstate commerce as an attengointpensate for consumer reports in one state théd bave
actually occurred in another state. The interpi@tadf the coefficient is unchanged from previopsdifications.
The coefficient of law is small (-0.592) but nowgsificant at the 5% level. Finally, Specificatior{the extended
model) accounts for interstate transactions byaating a state’s law with the percentage of tetates that have
adopted the law. This coefficient on law is sinlifaregative but non-significant (-0.459). Thaslaw dummy
should be interpreted as the effect of law wheother state has passed such law.

As mentioned, we also examined the impact of lagtétes with higher populations, average income,
urbanization and with stricter laws, respectiv&liith those controls, we similarly found insignifidaresults.
Together, these findings suggest that the lawsginen income and more urban states do not redwegiig theft
relative to their complement. Moreover, strictawsaare not found to reduce identity thefts more thvaaker
ones.

In summary, we find a small effect of law on theidlences of identity thefts. This, in itself does suggest
that the laws are ineffective for there are otharethsions to the effects of law. For example, @vesl naturally
lead to more disclosures, and it is also conceé/didt the laws may not reduce identity theftsrbay decrease
the economic losses associated with these theftesap reduce of the severity of losses from idgrtiefts.
However, we cannot identify these effects from data.

6.2 Awareness Bias

A further consideration of disclosure laws is tthety may produce a secondary but conflicting (opyzps
effect by increasing consumer awareness, what Warcawareness bias. We noted that one of the limitations of
our data is that they are self reported and spa&lssage of law might increase awareness, causirenejorting.
This, in turn, will dampen our estimate as expldimeFigure 6

[Insert Figure 6: Awareness Bias]

First, as more consumers are notified of breadchespumber of consumers who will check their credit
reports and discover instances of identity theft wcrease. Second, as more state-level discldsws are
passed, they fuel an increase in media attent@n ftata breaches and the threat of identity tii&is may
cause more victims fromil forms of identity theft (not just from data breaches) to report the cAhear
example, newspaper and magazine articles oftendeegcommendations to victims of identity theft by
encouraging them to report the incident to law ssgment and the FTC.

Therefore, the net effect of disclosure laws andrawess bias is shown in Figure 7. On one handgchre
laws may result in fewer crimes, but on the otharcthe awareness bias may lead to more reporticiinoes.
However, note that any increase in reporting dubitophenomenon would cause the regression cafticof
law to be attenuated toward zero. In effect, awessibias would represent an underestimate or loawerd of
the effect of law.

[Insert Figure 7: Downward biased estimates]

As noted earlier, an increase in awareness commah states (say, from a nationally syndicated siew
program or nationally circulated online or printedgazine) would be captured in our regressionrbg i
dummies.

2 In July 2006, the OMB (Office of Management anddBet) issued a requirement to all government agenttiat they report any
security incidents (including breaches) involvinid. Buring a conference in October 2007, Karen EByadministrator of the Office of
Electronic Government and Information TechnologthatOMB claimed that the number of reports haseiased to about 30 incidents a
day. She further commented that the increased tdvelporting “reflects increased market awareriess.
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One possible control for awareness bias could datimber of disclosed data breaches as describlést ea
As media stories of state breaches are reportey,iticrease awareness of the breach, and oftamndiacl
information on how consumers can protect themselgaist the consequences of the breach, and teyw th
should respond in the event of becoming a victindentity theft. Indeed, a very common recommeraafais for
consumers to file reports with law enforcement tnthe FTC (via the 800 telephone number or wepsitiee
media attention due to a local or state-wide bremaf result in more reporting and so controllingtfese
breaches may allow us to obtain better estimatéiseofrue effect of law.

We analyzed each breach and categorized it ag eith&tional or state-level breach. National breaakere
those that affected consumers in multiple stamsifstance the Choicepoint breach of 2005 or thekans
affairs breach of 2006). State breaches are thhadeffect consumers of a single state only. Fstaimce,
breaches in high schools, colleges, hospitalsate sfovernment agencies. Observations were drdppeses
where the scope of affected consumers was unknoambiguous, or when a breach affected consumers in
more than one state. Of the 773 breaches, 521 chassified as state-level breaches. Panel datativese
created using the number of breaches per stat®, peinth period from 2002 to 2007. The estimatirogiet then
becomes:

idthefty = o + BihasLaw;+ B.breacheg+ > ps; Related + Y dssEconomig; + > o, Crime;+ 05 + Ay +e5  (3)

The other variables remain unchanged from the pusvéection but we now include breach data thagvar
by state and time. The results are shown in Tablé&e we report the same specifications as in aqué?).

As expected, after proxying for increased awarettessigh number of reported breaches, the coeffisief
the effect of law in all specifications are nowger in magnitude. Moreover, the coefficients of ¢fiect of law
in Specifications 5 (-1.279) and 7 (-0.729) are rspatistically significant at the 10% and 5% levekpectively.
Using the average identity theft rate of 69.6 iI02Qhe estimate of 1.279 suggests that, on aveaaggtion of
data breach disclosure laws reduces the identty thte by 1.8% (1.28/69.6).

Again, we examined the impact of law in states watiger populations, higher average income, urlzdioiz
and with stricter laws. We found no statisticailyrsficant evidence indicating that the laws werereneffective
in any of these four conditions.

6.3 Endogeneity of the law

Another consideration for our analysis is the emahegty of law. It may be argued that the laws are
systematically adopted because of higher ratedeottity theft within a state. Since the laws areped when
identity theft levels have reached the peaks, we find a spurious and positive effect of law (iaws reduce
the rates) when there is none. Conversations wittagy and data breach lawyers confirm our exodgroéaim
that these disclosure laws are not adopted becdudentity theft, but due to other factors suchstate-level
lobbying by privacy advocacy and corporate integestips, the political motivation of state legiskat (looking
to improve their reputation or by making “good Iawdr particular “shocks” to the system.

All of these factors suggest exogeneity of lawhvtite possible exception of the last. A “shockthiis
context would imply that a state adopted the lavabse of a sudden surge of identity thefts in &ipos period.
To be clear, we find no evidence that disclosuneslarere adopted specifically because of a suddenimi
identity theft crimes, as shown in Figuré'8.

[Insert Figure 8: Changes in identity theft fortetawith and without law]

If the laws were, indeed, endogenous, we would exgesee an increased identity theft rate both: a)
immediately before adoption of the law, and b) carap to states without the law. We see no suclemsysic
increase for states that adopted the law. In fhetchanges in these groups very closely matctrene for states
without the law.

24 For example, the 2003 data point for states witltioe: law is the percent change of the averageitgieheft rate in 2003 over 2002.
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6.4 Sampling bias

From 2004 to 2006, the FTC (FTC, 2007) identiftes 18-29 year old cohort consistently reportingenor
identity thefts relative to those aged 60 and ovieo report less. Similar proportions are suppobgthe FTC-
Synovate (2007) and BJS victim surveys (Baum, 2@067) and therefore suggests little age bias teypThe
FTC complaint forms do not collect victim demographformation such as income, education, race, or
ethnicity, so we are therefore unable to estimagedegree to which these factors may cause a sagripls? It
should be noted that our results are robust asdsribe consumer segments reporting to FTC dohaotge over
time. However, the results should be interpreteblessg specific to the segment which is reportirayen
frequently than to those who do not.

7. DISCUSSION

We believe the results of Equation (3) speak tadétterrent effect of data breach disclosure lavis an
therefore it may be useful to provide context for estimates by examining the effect of other treatts (e.qg.
law) in other studies.

Table 9 presents a comparison of ranges of estinfiatezarious criminal laws and disclosure policies
relevant outcome measures. From this limited santipéeeffects of treatments range from -8% to +1&% an
overall average of -0.5%. This places our resutld8% well within the norm of this sample.

[Insert Table 9: Comparison of treatment effects]

We can also provide one estimate of the poterdiehgs to consumers. Recall that the average amount
stolen from consumers in 2005 was $6,383 (Javelifg). With 8.9 M estimated victims in 2005, a%.8
reduction in identity thefts would translate toaaisgs of about $1 billion (8.9 M* 0.018 * $6,383Y.e stress
that care must be taken when interpreting thesdtse3 hese savings are shown merely to providéesoand
should not be interpreted literally.

Further, the lack of stronger significant findingay be due to a number of factors:

One explanation is that the laws could simply revery effective at reducing the number of identhgft
victims. If the vast majority of identity theft de@ot originate from data breaches, then the maximu
effectiveness of these laws is inherently limitéds also possible that firms have simply not tiael time to
properly implement the necessary security contalshat the controls they have implemented aresffettive
at preventing breaches. However, it is also posshdt our data limitations prohibit us from idéyitig the
effect.

While reported crime is commonly used as a proxyafiual crimes, we cannot rule out the possibitit
data from the FTC may still somehow be biased. Wuisld therefore, restrict our inferences abouttthe
effect of law. Nevertheless, we tried to contraldome sources of bias, and we believe the dakactedl and
published by the FTC is currently the best soufddemtity theft data.

It is conceivable that the effect of laws is naitstspecific but diffused across the nation whiltit$ the
power of our analysis. While we have tried to cohfior these effects by weighing the data and lgracting
with other states, it is possible that the effedampened.

That said, we believe our analysis used the besladle data and controls for various limitatiossbest as
possible. State and time fixed effects are alsg géective in controlling unobserved state andetimends.

8. POLICY IMPLICATIONS

A broader issue relevant to policy makers is whethere are other means by which this law couldl (an
should) be evaluated. Environmental disclosure laften measure a deterrent policy by their effestass at
reducing not just the frequency of incidents, Hsbdhe severity of incidents and a firm’'s comptianwith the
regulation (Cohen, 2000). While our analysis matysimw a very strong effect that the laws reduee th

% The FTC identity theft complaint form: https:/fitn.gov/pls/dod/widtpubl$.startup?Z_ORG_CODE=PUa&;essed 02/20/08.
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frequency of identity thefts, it is possible thia¢y could help reduce the severity of the crimesfaasured by
consumer losses or type of identity theft), or cbamze, as measured by the improvement in a fisaturity
practices.

8.1 Consumer losses and incentives

Studies have shown that a victim loses less mdmegdoner they become aware of fraudulent actfiATC-
Synovate, 2007; Javelin Research, 2006). Javalimslthat losses are 21% lower when consumerstdetec
identity theft within the first week, and 65% low&hen consumers detect the crime within a year edeer,
they claim that average consumer costs declin@0@ by 37% ($422). However, once notified, the
responsibility still lies with the individual toka mitigating actions, something which not everyappears do be
doing. Robert Kamerschen, vice president of Chaitgpclaimed that fewer than 10% of the 163,000
consumers availed themselves of free credit mangaervices following the Choicepoint bregeMoreover,
FTC-Synovate (2006) found that 44% of identity theftims ignored breach notification letters. Aeat
Ponemon survey discovered that 77% of respondéaiteed to be concerned or very concerned aboutdoss
theft of personal information and 72% of responddratieved that their chances of becoming a viciindentity
theft was greater than 20%. Yet, despite thesenslaif concern, 65% of respondents failed to takeusidge of
free or subsidized credit monitoring services.

It is possible that these behaviors are manifestatof a number of human behavior decision errors
(Loewenstein, John, Volpp, in preparation):

e optimism bias: consumers simply perceive their ckarof becoming a victim to be very low

» rational ignorance: consumers believe their cosblihining more information about how to respond

outweighs any benefits that they may receive

e status quo bias: consumers’ own inertia inhibismitfrom anticipating possible future consequendes o

identity theft and responding appropriately.

Magat and Viscusi (1992) argue that disclosureslation will only be effective if the human elemént
considered. That is, disclosure will be more susftgsvhen the warning provides relevant informatibat helps
the user make an informed decision. They claim tisahsumers do not always respond rationally tib hloe
information and the changes in risk levels. To tiective, information programs must convey inforioatin a
form that can be easily processed, and in an atecaral meaningful way that will enable individutdsmake
informed decisions."

For example, there is evidence that very few dsgle letters contain full information and inforrmsamers
of the data that was actually compromised (whiatob@es relevant when you consider the consequeméasso
of SSN vs. one’s home address and phone numbenu@son Law, 2007). Moreover, the letters ofterk lac
customer support contact information, and we hataég/hear of a letter that emphasizes a consurtierésand
financial costs or cite the millions of estimatedtivns of identity theft each year. Therefore, irdihg relevant
information may help overcome both optimism biad eational ignorance. This also offers interestegearch
opportunities. If such data were to be availalile/auld provide alternative ways to evaluate thpawct of these
laws.

Finally, we recognize that many breaches resutbitonsumer loss, either because the informatian wa
simply lost and will never be used maliciouslywdren one’s merchant bank reimburses the consunwedit
card fraud. However, until the crime occurs, onegdeot know a priori whether they will suffer lassd so
rather than relying on the consumer to take adfimnexample, by signing up for identity theft imaace, fraud
alert, or credit freeze), we consider that any a@fithese mitigating actions could be implementethatit delay,
on behalf of the customer, thereby alleviatingdtatus quo bias.

28 http:/iwww.networkworld.com/news/2007/041007-clemoint-victim-offers.html, accessed 02/13/08.
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8.2 Firm losses and incentives

Firms may also suffer from optimism bias. They rbalieve their probability of suffering a breactsisall
enough that, despite a few very highly publicizeeblshes, may still not fully appreciate (or intdizey the
penalties. For example, Choicepoint incurred d wft&26M in fines and fees. They were fined $10{the
FTC for violating the fair credit reporting act,carequired to allocate a $5M trust fund to assientity theft
victims (redress). They suffered a $10M civil ckassion lawsuit, paid an additional $500k for matgtes’ legal
fees, and spent $500k toward an identity theft adoe campaig#’

And they survived. Moreover, their assets (consymeesonal information) are valuable enough that the
became a recent acquisition target by Reed Elsdtiemparent company of LexisNex@i$n addition, TJ Max
reported costs of $178M for a breach that was o=t in early 2007 and involved 95 million customesords.
Despite this, their profits increased by $1.66g&are one year latér.

8.3 Recommendations

Proper research on the effectiveness of data bidiaclosure laws is hampered by the lack of sudfiti high
quality data. Hoofnagle argues that the curreriectbn of identity theft records come from surveysl
anecdotal accounts (Hoofnagle, 2007). He claimisaimaent information is not sufficient and thathka and
other organizations should be required to reledeetity theft data to the public for proper resbalve certainly
agree with this view. To the extent that samplind awareness biases can be reduced, it will ak®&archers
to more accurately measure the impact of disclolswve. Moreover, we believe that the proper coidecof
identity theft victimization, and consumer and filoss data will be a valuable tool for researchgosicy makers
and consumers.

9. CONCLUSION

As information security and privacy concerns rissaciety, we will increasingly see legislationaas
instrument. Regulations tend to generate policyatky consumer concerns and significant lobbying.
Unfortunately, many times regulations are passeddgbpassed) without measuring and analyzing tfégcts.
In this paper, we investigate the effects of inshegly popular, though contentious data disclosames, on
incidences of identity thefts. Despite US statedritpadopted these laws over last five years, we Imat seen
any empirical work that examines the efficacy afsth laws. Using panel data from 2002 to 2007 fostates
(plus Washington D.C.), we conduct a rigorous eiogiranalysis to examine if the laws have redubed t
incidences of identity thefts. We find only a maaieffect of law. We estimate that the passadawhas
reduced identity theft rate by about 2%. We algdopm various robustness checks and control foiouar
factors when analyzing the effect.

Clearly, it appears that the effectiveness of datach disclosure laws relies on actions takenably firms
and consumers. Certainly firms must improve themtwls, but regardless, once notified consumerst mu
themselves take responsibility to reduce their ok of identity theft — something which only a roiity
appears to be doing. It may be that only with tweesee more firms internalize the costs, more aoBssi
respond to the risks, and the victimization ratedide.

The goal of this study is to not just highlight skeresults, but also to draw attention of IS afiokimation
security research community to an increasingly irtgoa policy issue. We need better data collection,
measurements and more studies that can informypolakers, consumer groups and industry participatio
regarding the role of regulations in this domaithé&wise, policy decisions will be made by partisabates,
lobbying efforts and unmeasured and conflictingcoutes.

27 http:/iwww.networkworld.com/news/2008/012908-clemoint-to-pay-10m-to.html, accessed 02/13/08.
28 hitp://www.washingtonpost.com/wp-dyn/content/aefi2008/02/21/AR2008022100809_pf.html, accessed3IA8.

2 http://www.networkworld.com/nlsecuritynewsal88931 http://www.theregister.co.uk/2007/12/20/tjx_bandttlement/,  accessed,

http://money.cnn.com/2008/02/20/news/companiesdbesstjx.ap/index.htm accessed 02/20/08.
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10. APPENDIX
10.1 Figures

A
_}-"M‘:\ “p

Figure 1: Adoption of breach notification laws from 2002 to 2007
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Figure 3: Identity theft rate for 2002 to 2007
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10.2 Tables

Tablel: Summary Statstics of souresof data breaches

Business

Type
Business

Educational

Government

Medical
Total

Count

246
246

201
80
773

Per centage

32%

32%

26%

10%

100%

Total

Recor

dsLost
209M

6M

47M

5M
267M

Average No. of
Records L ost
850k

24k

63k

Table 2: Adoption of law by state, 2002 to 2007

233k

P12

Adoption | 2002 | 2003 | 2004 2005 2006 2007
State Date
P1| P2| P3| P4 PH P6 P P8 P 10 P11
Alabama
Alaska
Arizona 01/01/07 X | X
Arkansas 03/31/05 X X X| X| X[ X
California 07/01/03 X[ X|X|X X X| X| X| X
Colorado 09/01/06 X| X| X
Connecticut 01/01/06 X| X| X| X
Delaware 06/28/05 X X| X| X[ X
Florida 07/01/05 X X| X| X| X
Georgia 05/05/05 X X X| X| X| X
Hawaii 01/01/07 X | X
Idaho 07/01/06 X| X| X
lllinois 01/01/06 X| X| X| X
Indiana 06/30/06 X| X| X
lowa
Kansas 01/01/07 X | X
Kentucky
Louisiana 01/01/06 X| X| X| X
Maine 01/31/06 X| X| X| X
Maryland
Massachusetts
Michigan 07/02/07 X
Minnesota 01/01/06 X| X| X| X
Mississippi
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Missouri
Montana 03/01/06 X| X| X| X
Nebraska 07/14/06 X| X| X
Nevada 10/01/05 X X| X| X| X
New Hampshire] 01/01/07 X | X
New Jersey 01/01/06 X| X| X| X
New Mexico
New York 12/08/05 X X| X| X| X
North Carolina | 12/01/05 X X| X| X[ X
North Dakota 06/01/05 X X X| X| X| X
Ohio 02/17/06 X| X| X| X
Oklahoma 06/08/06 X| X| X| X
Oregon 10/01/07 X
Pennsylvania 06/30/06] X| X| X
Rhode Island 03/01/06 X| X| X[ X
South Carolina
South Dakota
Tennessee 07/01/05 X X| X| X| X
Texas 09/01/05 X X| X| X| X
Utah 01/01/07 X | X
Vermont 01/01/07 X | X
Virginia
Washington 07/24/05 X X| X| X[ X
West Virginia
Wisconsin 03/31/06 X| X| X[ X
Wyoming 07/01/07 X
D.C. 07/01/07 X
Total adopters 0 0 1 L o 4 1 23 P8 |38
Percent adopted D 0O 2 (2 |2 |8 24 45 |55 |75
Table 3: Identity theft reports, 2002 to 2007
| dtheft
Year Average Stdev Min M ax Total Rate % Change
2002 3,040 5,019 81 30,782 155,028 43.1
2003 4,079 6,526 127 39,500 208,033 58.3 34.2%
2004 4,705 7,464 179 43,900 239,960 66.9 15.3%
2005 4,874 7,621 158 45,180 248,591 69.6 3.6%
2006 4,694 7,178 178 41,415 239,391 66.4 -3.7%
2007 4929 7,608 182 44,020 251,385 67.8 5.0%
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Table 4: Causes of Identity Theft

Cause Synovate (2007) Javelin (2006) CIMIP (2007)
Unknown 56% 53% 47%
Company Controlled 12% 16% 26.5%
Lost/Stolen Wallet 5% 14% 6.2%
Personally knew thief 16% 7% 8.3%
Lost/stolen mail 2% 4% 4.6%
Computer/Phishing/Interne 2% 4% 3.3%
Other 7% 2% 4.1%
Total 100% 100% 100%

Table5: Descriptive statistics
Variable Mean Std. Dev Min M ax
Identity theft rate 31.00 14.13 5.67 84.87
Has data breach law 0.23 0.42 0 1
Has FACTA 0.50 0.50 0 1
Has Credit Freeze Law 0.17 0.38 0 1
d1PerOld (6 months old) 0.06 0.23 0 1
d2PerOld (12 months old) 0.05 0.21 0 1
d3PerOld (18 months old) 0.07 0.25 0 1
State GDP per capita 4098.89 1569.72| 2347.46 15947.69
Income per capita 3337.91 609.96| 2137.21 6192.59
Unemployment rate 4.97 1.14 2.18 8.55
Ln(population) 15.06 1.04 13.11 17.41
Fraud rate 62.55 24.10 16.80 249.68
Murder rate 5.34 5.20 0.50 46.40
Robbery rate 116.88 96.33 6.80 706.80
Burglary rate 701.35 230.70 309.30 1221.50
Motor vehicle theft rate 379.45 245,51 85.93 1776.50
Breaches 0.85 1.83 0 15
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Table 6: Effect of law on identity theft (Equation (1))

Dep var: identity theft rate for 2002

State GDP per capita -0.000
(0.001)
Income per capita -0.002
(0.002)
Unemployment rate 0.866
(0.551)
Ln(population) 3.312%%*
(0.705)
Fraud rate 0.343***
(0.059)
Murder rate -0.572*
(0.250)
Robbery rate 0.052***
(0.018)
Burglary rate -0.008**
(0.003)
Motor vehicle theft rate 0.024***
(0.004)
Constant -47.317*%*
(10.617)
Observations 102
R-squared 0.87

Standard errors in parentheses,
% p<0.01, ** p<0.05, * p<0.1
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Table 7: Effect of law on identity theft (Equation (2))

(1) (2) (3) (4)
Dep var: idtheft rate Basic Lagged LaMeighted National
Has breach law -1.129 -0.592*  -0.906
(0.705) (0.344)  (0.938)
6 month old law 0.052
(0.666)
12 months old law -0.927
(0.837)
18 months old law -0.184
(0.970)
Law * % states with -0.459
law
(2.779)
Has FACTA 0.375 0.349 0.744* 0.365
(0.748) (0.753) (0.437) (0.752)
Has credit freeze law 0.821 0.515 0.877 0.828
(0.936) (0.881) (0.593)  (0.940)
State GDP per capita 0.001 0.001 0.002 0.001
(0.002) (0.002) (0.001) (0.002)
Income per capita -0.002 -0.002 -0.003 -0.002
(0.003) (0.003) (0.002) (0.003)
Unemployment rate 0.292 0.300 -0.295 0.293
(0.523) (0.522) (0.256)  (0.523)
Ln(population) 52.485* 49.136** 31.996** 52.566**
(24.856) (24.029) (13.288) (24.865)
Fraud rate -0.043*** -0.041*** -0.026*** -0.044***
(0.014) (0.014) (0.008) (0.015)
Murder rate 0.719** 0.697**  0.323* 0.720***
(0.236) (0.238) (0.164)  (0.237)
Robbery rate -0.085***-0.080*** -0.041*** -0.085***
(0.027) (0.026) (0.013) (0.027)
Burglary rate 0.016* 0.014 0.010* 0.016*
(0.009) (0.009) (0.005) (0.009)
Motor vehicle theft rate  0.006 0.007 -0.002 0.006
(0.010) (0.010) (0.005) (0.010)
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Constant -777.398** -726.239*471.873**-778.617**
(373.522) (360.907) (201.562)(373.656)
Observations 612 612 612 612
R-squared 0.79 0.79 0.65 0.79
Robust standard errors in parentheses
*** n<0.01, ** p<0.05, * p<0.1

Table 8: Effect of law on identity theft (Equation (3))

(5) (6) (7) (8)
Dep var: idtheft rate Basic Lagged LaMeighted National
Has breach law -1.279* -0.729**  -0.955
(0.701) (0.353) (0.966)
6 months old law -0.029
(0.667)
12 months old law -1.087
(0.847)
18 months old law -0.428
(0.983)
Law * % states with -0.673
law
(1.820)
Breaches 0.177* 0.157* 0.161***0.180**
(0.090) (0.088) (0.041) (0.087)
Has FACTA 0.326 0.306 0.699 0.310

(0.756) (0.763) (0.448) (0.759)
Has credit freeze law 0.897 0.570 0.946 0.909
(0.932) (0.882) (0.595) (0.937)

State GDP per capita 0.002 0.002 0.002 0.002
(0.002) (0.002) (0.001) (0.002)
Income per capita -0.002 -0.002 -0.003 -0.002
(0.003) (0.003) (0.002)  (0.003)
Unemployment rate 0.376 0.381 -0.219 0.377
(0.525) (0.524) (0.255)  (0.525)
Ln(population) 54.032** 50.644* 33.405** 54.169**
(24.667) (23.760) (13.009) (24.663)
Fraud rate -0.043*** -0.041*** -0.025*** -0.043***
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(0.014) (0.014) (0.008) (0.015)
Murder rate 0.759** (0.733*** 0.359** 0.761***
(0.230) (0.235) (0.161) (0.231)
Robbery rate -0.086*** -0.081*** -0.042*** -0.085***
(0.027) (0.026) (0.013) (0.027)
Burglary rate 0.015* 0.014 0.009**  0.015*
(0.009) (0.009) (0.005) (0.009)
Motor vehicle theft rate  0.006 0.007 -0.002 0.006
(0.010) (0.010) (0.005) (0.010)
Constant -800.920** -749.408*493.285**-802.989**
(370.412) (356.617) (197.087)(370.343)
R-squared 0.79 0.79 0.66 0.79
Robust standard errors in parentheses,
*** n<0.01, ** p<0.05, * p<0.1
Table9: Comparison of treatment effects
Research Treatment Outcome measur e (Result)

Donohue (2004)

Right-to-Carry
laws

Violent crime rate: -3% to +4%
Murder rate: -8% to +3%

Motor vehicle theft rate: -7% to +15%
Property crime rate: 0% to +10%

Epple and Visscher (1984)

Coast guard

Oil spill frequency: +2.1%

monitoring QOil spill volume: - 3.1%
Cohen (1987) Coast guard Oil spill frequency: -2%
monitoring Qil spill volume: -1.7%

Hamilton (1995)

Disclosure of
toxic release
(TRI)

Stock price: -0.3%

Acquisti, Telang and

Friedman (2006)

Disclosure of
security breach

Stock price: -0.6%
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